
Pre-Breach Services
Beazley recognizes that preparing for and preventing breaches have become inseparable 
from insuring a cyber loss. 

In addition to the resources we offer 
through our risk management portal, 
beazleybreachsolutions.com, Beazley 
MediaTech policyholders also have 
access to a full suite of pre-breach 
services.

Pre-breach services from  
Lodestone Security
Beazley policyholders enjoy negotiated rates  
for pre-breach services from Lodestone  
Security. Lodestone is a wholly owned subsidiary 
of Beazley plc that was created to provide 
cybersecurity consulting services tailored to  
the small and mid-sized business (SMB) market, 
because you shouldn’t have to be a Fortune  
500 company to afford rigorous cybersecurity. 
Services include:

•	Risk assessments
•	Security awareness training and education 	

including phishing exercises
•	Security program design and review
•	Virtual CISO
•	Vulnerability assessments
•	Penetration tests
•	Application security reviews including web, 	

mobile and Internet of Things
•	Policy and procedure review and development
•	Incident response plan development.

Onboarding
All Beazley policyholders are eligible for 
onboarding to help you understand and get 
the most from your policy and how to work with 
the BBR Services team. At your request, a team 
member will have a 45- to 60-minute call with 
stakeholders at your organization, to explain 
how BBR Services works with you in the event 
of an actual or suspected breach and to answer 
questions you may have. We also provide an 
onboarding video on our risk management 
portal that you should review before the call. 
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Interactive online training
All policyholders have access to interactive  
online training for employees as part of  
their BBR policy. Our online training site,  
elearning.beazleybreachsolutions.com,  
includes the following interactive  
training modules:

•	Phishing prevention
•	Malware protection
•	Mobile device security
•	Wi-Fi practices
•	Identity theft prevention
•	Smarter, better passwords
•	Smarter, better email
•	Spam prevention.

Policyholders can upload a list of employees,  
create training assignments for their employees, 
and track individual completion of training.

For policyholders with their own learning 
management systems, we also provide a  
SCORM-compliant training module they can  
deploy on their own site. The 45-minute course 
covers what’s at risk; how to protect your 
information; when things go wrong; how to  
avoid common scams, mobile threats, and  
social media risks.

Anti-phishing
Phishing continues to be one of the greatest  
risks we see for organizations, and one where 
employees pose the greatest vulnerability. One 
effective way insureds can help reduce risk is  
to periodically test employees through phishing 
campaigns, monitor the effect on response rates, 
and train employees who don’t show improvement. 
BBR policyholders enjoy a 25% discount on 
anti-phishing training and services from KnowBe4, 
a premier provider of anti-phishing training tools.

Incident response plan (IRP) review
At your request, BBR Services will review your IRP 
and provide feedback, based on our experience 
handling thousands of breaches, to make sure 
you get the benefits of your policy and are able 
to manage the breach as efficiently as possible. 
You also have access to template IRPs for various 
industries on our risk management portal.

The descriptions contained in this communication are for preliminary informational purposes only. The product will be available on an admitted basis beginning June 26, 2019 in some, but not all US jurisdictions through Beazley Insurance 
Company, Inc., located at 30 Batterson Park Road Farmington, CT 06032, and is currently available on a surplus lines basis through licensed surplus lines brokers underwritten by Beazley syndicates at Lloyd’s. The exact coverage afforded 
by the product described herein is subject to and governed by the terms and conditions of each policy issued. The publication and delivery of the information contained herein is not intended as a solicitation for the purchase of insurance 
on any US risk. Beazley USA Services, Inc. is licensed and regulated by insurance regulatory authorities in the respective states of the US and transacts business in the State of California as Beazley Insurance Services (License#: 0G55497). 
Lodestone is a wholly owned subsidiary of Beazley plc and does not provide insurance services. Beazley does not share insured-specific information with Lodestone. Information you provide to Lodestone and any engagement findings are 
shared only between your organization and Lodestone.
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