Battling the banking Trojans as ransomware incidents more
than double according to Beazley

London, May 23rd, 2019

Beazley has reported a 105% rise in the number of ransomware
attack notifications received by its Beazley Breach (BBR) Services
team in the first quarter of 2019 compared to one year earlier.
Not only has the frequency of attacks skyrocketed, but attackers
are shifting focus, targeting larger organizations and demanding
higher ransom payments.
While attacks using ransomware as a service (RaaS) platforms
remain commonplace, tending to hit unsuspecting small
businesses, more sophisticated variants are being deployed through
phishing emails and tricking users into activating banking Trojans.
Although banking Trojans are not new, having first hit BBR
Services’ radar in 2015, they are increasingly problematic for
businesses. Originally designed to steal banking credentials from
users of online banking websites, recent variants of banking
Trojans such as Emotet and Trickbot have been used by criminals
to harvest all kinds of account details.
Katherine Keefe, head of Beazley Breach Response Services, said:
“We have witnessed a considerable uptick in notifications of both
ransomware and banking Trojans in the first few months of this
year. Banking Trojans are particularly troublesome as they are
often more difficult to eradicate from an infected IT system than
other forms of malware. Not only are we receiving more
notifications but they are often used by cyber criminals to install
secondary viruses onto computer systems. This can cause
businesses serious operational, financial and reputational damage if
not identified and managed early enough. Regularly educating
employees on what to look out for in emails and timely reporting to
IT and BBR Services will help firms manage their cyber risk.”
For risk management advice and more information on banking
Trojans, see the latest Beazley Breach Insights.
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Note to editors:
Beazley plc (BEZ.L) is the parent company of specialist insurance businesses with operations
in Europe, the US, Canada, Latin America and Asia. Beazley manages six Lloyd’s syndicates and
in 2018 underwrote gross premiums worldwide of $2,615 million.
All Lloyd’s syndicates are rated A by A.M. Best.
Beazley’s underwriters in the United States focus on writing a range of specialist insurance
products. In the admitted market, coverage is provided by Beazley Insurance Company, Inc.,
an A.M. Best A rated carrier licensed in all 50 states. In the surplus lines market, coverage is
provided by the Beazley syndicates at Lloyd’s.
Beazley is a market leader in many of its chosen lines, which include professional indemnity,
property, marine, reinsurance, accident and life, and political risks and contingency business.
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