Risk Management
Beazley Breach Response (BBR) includes an array
of benefits including complimentary loss control
and risk management information.
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All relevant personnel within your
organization will have access to
beazleybreachsolutions.com, a risk
management portal that provides
educational and loss control
information relating to compliance
with applicable laws, safeguarding
information, preparing to respond to
breach incidents and best practices.
Any employee with a need for risk management
is welcome to register. Once registered, you will
have unlimited access to the following resources
on data security, privacy and data breaches:
Incident response planning: template incident
response plans (IRPs) for various industries,
information including a recorded training on
developing an effective IRP, and sample table
top exercises you can use to test your plan
Risk assessment: guidance on risk assessment
and risk analysis, the risk assessment process,
data classification, and data mapping, as well
as recommendations for consideration and
implementation

IT security planning: discussion of information
security frameworks and establishing an
information security management program;
cybersecurity requirements and threats for
industries such as healthcare, financial services,
and retail; and practical discussion of best
practices for topics like:
• Ransomware
• Email, disk, and device encryption
• Network segmentation
• Cloud computing and vetting cloud providers
Sample policies and procedures: security and
data privacy policies, including a full range of
policies for Health Insurance Portability and
Accountability Act (HIPAA) covered entities, as
well as information on vendor due diligence and
management
Training: in addition to the interactive employee
training described on the Pre-Breach Services
factsheet, we provide industry-specific recorded
training for risk managers and materials that can
be customized for employee training, including
security awareness posters, training slide decks,
and employee tip sheets

Monthly live webinars: our webinars focus on
developing cyber threats, practical discussion
of risk management fundamentals, and legal
and regulatory developments. Recent topics
have included:
• Cloud cybersecurity
• Digital Identities: The Currency of the
Dark Web
• What healthcare organizations should be
learning from recent Office for Civil Rights
(OCR) enforcement
• What the New York State Department of
Financial Services (NYDFS) cybersecurity
regulation means for financial institutions
• How to set up authentication that works
Breach trends newsletters and security alerts:
With hundreds of incidents reported to BBR
Services each month, our monthly breach trends
and periodic security alerts give our policyholders
the benefits of the developing threats we see and
educate them about steps they can take to
protect their organizations. Here are a few
examples of recent alerts:

Information Security
Incident Response Guide
Beazley, in partnership with Navigant, a leader
in complex data management and forensics
analysis, developed a joint Information
Security Incident Response Guide aimed at
providing a roadmap for your organization to
prepare for and manage the aftermath of a
data security breach.
The Information Security Incident Response
Guide covers the common containment tasks,
investigative questions, and sources of
evidence for eleven different types of data
security incidents, including:
• Ransomware and other malware
• Network intrusions and unauthorized
network access
• Lost or stolen devices
• Point of sale compromises and ATM
skimming
• Business email compromise, tax fraud,
and other social engineering
The Guide is an invaluable resource for every
member of your incident response team to
help you best position your organization for
an effective forensic investigation.

• Responding when your vendor has experienced
a breach
• New phishing attack targets employee direct
deposit instructions
• W-2 fraud and out-of-band authentication

Learn more:
www.beazley.com/bbr
This document is part of the Beazley Breach Response brochure. Please refer to the back cover of the brochure for additional information.
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Federal and state compliance: summaries
of federal and state breach notification laws,
information on new developments in legislation,
regulation, and litigation, and resources on legal
and cybersecurity requirements for specific
industries
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